Web Server Guardian Installation Manual

The Web Server Guardian is an internet security protection for your Web Server. This
easy to use software will save you time prevent, detect, and remove virus from your server.
With just a few clicks, simple settings and easy setup your server will have the protection
against malicious files.

Step 1: Extraction and Database Installation:
Extraction of the file

1) Create a folder on your desktop and rename it as Web Server Guardian (you can rename it
any name you want).

-

I—;J Web Server Guardian
|

2) Inside the Web Server Guardian folder, extract the zip file name WSGInstaller.zip. After
you extract the file, you'll find 2 folders name scriptdb and webserverguardian.
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/J scriptdb /J webserverguardian

Creating MySQL Database
1) Login to your cpanel account.

2) Click on MySQL Databases.

s -f.
T, A = T
Py lﬁ{_&!‘.‘mfn M ;
MySQLE  phpMyadrain Rerote
Databaze MuSoL
Wizard

3) Enter a Database name. Enter any name you want but for this tutorial, I'm going to use
websg. Then click Create Database.

Create Mew Database

Mew Database: 'websg k:} Create Database

Reminder: There will be a account prefix on every database that you will add. For this
example the complete database name is anyacc_websg where the anyacc is the account

prefix.

4) Check for confirmation if the database was added then click go back to proceed to the next
step.

MySOQL Databases

Create MyS0L database

added the database anyacc_websg .
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5) Scroll at the middle of the page and you will see a MySQL USERS to create your
username and password.

Enter your username and password. Enter any name you want. For this tutorial, I'm going to
use wsguser for username and pass123 for password. Then click Create User.

MySOL Users
Add New User

Usernarne: Wwsguser & *Seven characters max

Password: (esssses & Generate Password

Password Strength:
]
Wealk (41/100)

Password {Again): lllllll| &

reate User |

6) Check for confirmation if the database username and password was added then click go
back to proceed to the next step.

MySOL Users

Py

Added user wsguser with the password pass123.

Reminder: There will be a account prefix on every database username that you will add. For
this example the complete database username is "anyacc_wsguser" where the word "anyacc"
is the account prefix.

7) Below the MySQL USERS option, You need to assign the user to the database. Select the
username in the drop box and the database in the drop box that you created. Then click Add
to proceed to the next step.
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Add User To Database

User: anyacc_wsguser W
Database: | anyacc_websg v
Add

8) Check the box next to ALL to allow full privilege to the user of the database. Then click
Make Changes.

Manage User Privileges

lser: anyacc_wsguser
Database: anyacc_websg

ALL PRIVILEGES

SELECT CREATE

INSERT ALTER

UPDATE DROP

DELETE LOCK TABLES
INDEX REFERENCES
CREATE TEMPORARY TABLES CREATE ROUTINE

Make Changes

9) Check for confirmation if the database user was added to database then click go back to
proceed to the next step.
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MySQL® Database Wizard

[

User anyacc_wsguser was added to the database anyacc_websg .

10) Open notepad. Copy and paste the username and database name provided above PLUS
the database password.

Save as dbinformation.txt in the Web Server Guardian folder. You’'ll need this information to
configure the control panel.

2 dbinformation.txt - Motepad
File Edit Farmak Yiew Help

Database: anyacc_websg
Username: amyacs_wsguser
Password: passwordli3

11) Go Back to your cpanel control panel or cpanel home page.

12) Scroll down back to databases column and click "phpmyadmin®.

Databases
h'\"‘\'_ e _'-""
I‘:- . - *, :-_.-J:ﬁ' T
My Sc M:.*I ﬂﬂf_ﬁ‘unmfn iy )
My SO LE M wS L phpMyadmin ermote
Catabazes Databasd WS oL
Wizard

13) Click on the newly created database. For this example | use " _websg".

« anyacc
o _websg [
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4) Make sure at the left is displayed the name of the newly created database. Click on
"Import” option.

mw‘ﬁm & Server: localhest p &9 Database:anyace websg
= B Swucwre WSOl SSearch | @luery  EiExpo
|Gl e

L2 Oip erations

; Databaea _ Mo tables found in database.
| _wahzr (T) |
— ‘{8 Create new talls on datalase anyacc websg
anyacc_websg {) Mame: | Mumber of figlds: |
ko tablas found in dalabasa.
1

15) Click on the "Browse" button.

Import

—File to impont
Location of the text file (Max: 51,200 KiE)

Character set of the file: | utfg v
Imported file compression will be automatically detected from: MNone, gzip, zip

16) Select the "webserverguardian.sgl” which extracted from the Web Server Guardian Folder.

@S

File Upload
v O M [EEAS

Look in:

Y E1 webserverguardian.sql

My Recent
Documents

Desktop

My Documents

-
w8
.

by Computer

‘\_} File name: webserverguardian.sql A
—

3

My Netwark Files of ype: All Files
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17) Click "Go" button.
Import

rFile to import

Character set of the file: | utfg A

Location of the text file |CADaocuments and Sett

(Max: 51,200 KiE)

Imported file compression will be automatically detected from: Mone, gzip, zip

rPartial import

hreak transactions.

Mumber of records{gueries) to skip from start |0

Allow interrupt of import in case script detects it is close to time limit. This might be good way to import large files, however it can

rFormat of imported file

® SaL

Options
S0L compatibility mode

NOME W

(@

18) Check for confirmation if the database was successfully upload.

By Structure  JESOL  J'Search

(i) Import has been successfully finished, 11 gueries executed.

19) Click on "Structure” to check if the tables where successfully uploaded.

Ses0L  J'Search

e Ouery  @Export

& lmport %€ Operations

EOuery AExport &ilmport %€ Operations

Table Action
[] folders = J #
(] logs 1= S
[] settings [ #e
[] wusers g #
4 table(s) Sum

t Check All f Uncheck Al

Reminder:

El = =il =

Records®  Type
0 WylSAM
0 WylSAM
1 WylSAM
1 WiylSAM
MylSAM

A Pl

P

With selectad: »

7

Collation
latin1_swedish_ci
latin1_swedish_ci
latin1_swedish_ci
latin1_swedish_ci

utfd_unicode_ci
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1.0

1.0

£.0

2.5

EiE

EiE

EiE

EiE

Overhead




If things don’t turn out as described above, just go back to step 1 and start over again.

Step 2: Script Installation

The scripts are located at the webserverguardian folder that you recently extract from
WSG Installer.rar

1) Go to your webserverguardian folder.

,’j scriptdb _}. ’J webserverguardian

2) Open the mainconn.php.
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_limages El help.php }style.css

\_Jimg El hiorme . php }style.ieﬁ.css
_scanlogs El indezx.php @ ukilfunctions. php
' '@ addfolders.php @jsutils.js

@ aprogress, php El login, php
_'}n:alenu:lar.css
calendar_db.js

calendar_eu.js S maralprogress. php
calendar_us.js El manualscan. php
@ class.phpmailer.php El menu.php

@ createzipfile. php El messagevalid. php
@ crnvirusscan, php El paginator.inc, php
@ doscan.php El profile. php

@ downloadlog. php El progress, php

@ Folders.php El scanapi. php

lE Footer. hkml El scanlogs.php

@ Forgokpwd. php El scansetkings. php
\Eﬁ hieader, htrml @script.js

3) In the mainconn.php, Enter the database name, username and password that you
recently created in MySQL Database and save the file.

=Pphp

Sdbhoatname = "localhost™;

Fdbdatabape = Tanyacc_websgT; o —— DATABASENAME

Fdhusername = TANYACCE_WsSQUsEr™; e DATABASE TSERNANME

Sdhpassword = "passl123°; <—— PASSWORD

fmainconn = mysql poonnect{Sdbhostname, %dbusername, 5Sdbpsesword] or trigger_error(myegl erroe[],

E USEE ERROR] !
=

4) Open any FTP that you use to upload the folder to your server. You can change the folder
name if you want to.

Important:

The folder should be uploaded in the ROOT FOLDER.
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wit Tools Dwactory Wiew Help

;-.;‘ri’ ’ .--'rx i .'.'ﬁﬂq‘
d:\Deskiop\WSG Irsstisbier\websetvesgaicharimages wi | T _._}.-'mwdwebr:etver-fuﬁu'u'msa' i
Sire  Modiied Hame ' Size  Modiied
X, Pacent Disecioey
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10EE 14/2M011:31 PM
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ZEB 140001731 PM
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tuds\Deskiop\WS G Instalierwebsenverguardianiimages seguound25 com
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5) Go back to your cpanel to setup the cron jobs for the virus scan. Cron Jobs let's you
automatically schedule your virus scan.
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Advanced

5, —_—
-— v B =
Apache Irnage Index Error Cron jobs . Metwark
Ext
Handlers Manager Manager pages Zon ol oty g e i
FMIME
Types

Steps on how to setup the cron jobs.

a) Click the cron jobs feature.

b) Click Advanced (Unix Style) button.
ﬂ{h'j Cron Jobs

Cron jobs gliow pou to sutomate certain commands oF sorpts on pour site, You can set & command o schiot fo ron gt g
specific e svery dal, weelk, etc, For exampls, pou couwld set & cron job fo delets temporary filss every week 5o that pour
sk space fs ot befng wsed up by those fiss,

warning: vou need to have a good knowledge of Linux commands before you can use cron jobs effectively. Checlk your
script with your hosting administrator before adding a cran johb.

Please choose your experience level:

=tandard

Advanced {Unix Style)

c¢) After you click the Advanced (Unix Style) button, you are now in the cron jobs control
panel.

"z-j Advanced (Unix Style)

This is 3 web interface fo the crontab program, For exampls, * % % ¥ ¥ wonld mesn svery minute snd O 0 * * % woold mean
3t midnight every night,

Flease enter an email address where the cron output will be sent: |examp|e@example.u:ur

MOTE: vou will receive a message every time this job runs. Using vour main e-rmail address is not recommended.

Minute Hour Day Month Weekday

Command
S | O | S @
(R | O | S |®
N T | O S I S

Add Cronjohb

Commit Changes ‘ Reset Changes




d) Enter your email address if you want to receive notifications that your cron job is active.
*t“j Advanced (Unix Style)

This {5 3 web [nterface to the crontad program. For exampole, * * % * ¥ would mean every minute gnd 00 *
&t midnight every night,

Please enter an email address where the cron output will be sent: | example@example.cor '<_
e) Enter the time that you wish to run the virus scan. You need to follow the format for
entering the time */{number} (e.g. */15).

If you wish to run the virus scan every minute then enter the code in the box below the

minute. Same with Hour, Day, Month and Weekday depend on which time would you like to
run the virus scan.

MOTE: Tou will recaive 3 massaga every time this job runs, Using vaur main 2-rmail address is not recornrmendad

Minute Hour Doy ["iunth .'I'I'I:l:k_dﬂ]' ) Command )

—p= 05 |0 P e |l | |jusrlacolkiniph o thomefanyace publia_hirii] &
o o o |
Add Cronjab |

f) Thisis IMPORTANT. You need to enter the right code in the command text area.

MOTE: Tou will rec2ive a message every time this job runs, Using waur main e-rail address @not recommended
Minute Hour Doy Honth Weekday
aﬂs ) .k It 3 -* .* 1

) Command )
e o in by e emyse/ i o )

BRI 0k 1 T @
b 10 I IF 1 1 | '
Add Cronjab |

The command is :

/usr/local/bin/php -g /home/{account}/public_html/{folder name}/crnvirusscan.php

For this example we use:
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Ausrflocalibind/php -g Jhomefanyace fpublic html/webserverguardian! crnvirusscan. php

ACCOUNT HAME FOLDER WHERE YOU UFLOAD THE WEB SEEVER. GUARTIAN

Commit Changes  JReset Zhanges |

g) Click Commit Changes button to update the cron jobs.

Step 3: Open and Configure the Web Server Guardian

The following steps are very important since you will customize the tool to enforce the
security.

1) Open the webserverguardian to your browser. For this example the URL is
http://www.anyserver.com/webserverguardian. This is just a sample url, you must provide
your own url where you installed the tool.

Login

Please enter your email and password to login as avalid member.
Select your favorite language.:

| English |

Email:

\adming@amail.com |

Passworid:

Login

Did you forget your password?

2) Select your desired language. This setting will remain for the next sessions until you decide
to change it.

3) Enter the username and password and click "Login" button to login.

Reminder:

The default username is admin@email.com and the default password is admin123.
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http://www.anyserver.com/webserverguardian

4) Go to Profile to change your First name, Last name, Email and Password then click
"Save".

Profile T
Fiir st Maggee:
i

L wsedl Muawis
Admin

Efrasl:
ﬁl]ﬂ'llﬂ@fr'r'lall' COrm

Passwil
(Lefl it blank if you donwant 10 change if)

Confinm Passwor

(“Swmal)
You have finished installing the Web Server Guardian!

One final step needed: Now you’ll need to login and click on the HELP section inside the
admin panel where you can have the tutorials showing you how to use the software!
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